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Legal Statement 
INFORMATIONAL PURPOSES ONLY 

Lumen has endeavored to provide responses as requested by the RFP, but Lumen’s response is not intended to create a binding 
contractual commitment between the parties without further discussions between and execution of appropriate contract documents 
by the parties. Specifically, Lumen’s responses and proposal are dependent upon the final solution and information exchanged during 
discussions between the parties. Therefore, regardless of any condition contained within the RFP, including but not limited to Lumen’s 
signature on its submission, the responses are informational only and are provided for your evaluation.  

CONTRACT AND SERVICE TERMS (OPTION 1 – STANDARD LUMEN AGREEMENT 

Lumen proposes to provide its Services pursuant to the Lumen Member Participation Agreement,  the Lumen Custom Solutions and 
Service Schedule, and the Lumen  Professional Security Service Statement of Work all attached hereto (the “Lumen Contract”) in 
order to provide the basis for the terms and conditions governing the purchase of products and services from Lumen to NCPA 
members. The Lumen Contract is  incorporated by reference and attached to the NCPA Administrative Agreement. Lumen proposes 
to address the NCPA Federal Funds Certifications when a Participating Agency expends federal funds for any purchases and such 
certifications shall be addressed for compliance at the opportunity level in a Lumen Member Participation Agreement with a 
Participating Agency. Lumen agrees to discuss and negotiate as needed the terms and its exceptions and clarifications of the Master 
Agreement/Administrative Agreement upon award. In the event the parties are unable to enter into a mutually acceptable agreement, 
Lumen reserves the right to decline any award without penalty.  

CRITICAL 9-1-1 CIRCUITS 

To the extent services are provided in the United States, the Federal Communications Commission’s 9-1-1 reliability rules mandate 
the identification and tagging of certain circuits or equivalent data paths that transport 9-1-1 calls and information (“9-1-1 Data”) to 
public safety answering points defined as Critical 911 Circuits in 47 C.F.R. Section 9.4(a)(5). Lumen policies require tagging of any 
circuits or equivalent data paths used to transport 9-1-1 Data. It is required that customers agree to cooperate with Lumen regarding 
compliance with these rules and policies and to notify Lumen of all Services customers purchase under the Agreement utilized as 
Critical 911 Circuits or for 9-1-1 Data. 

INSURANCE  

Lumen purchases sufficient insurance limits to protect the company from risks and liabilities associated with providing its commercial 
services and products. Lumen's standard coverage is in accordance with generally accepted industry standards for the type of services 
and/or work proposed. Lumen will provide a Memorandum of Insurance following bid award.  
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November 17, 2022 

 

National Cooperative Purchasing Alliance 

 

Dear Sir/Madam:  

Lumen is pleased to present this response to the National Cooperative Purchasing Alliance’s (NCPA) 
Request for Proposal for IT Security Products and Data Protection Solutions, RFP#40-22.  

CenturyLink LLC., has rebranded itself as Lumen Technologies Group as it looks to help lead enterprises 
through the challenges and opportunities of the fourth industrial revolution — a time when smart, connective 
devices are everywhere. It will not impact Lumen’s ability to deliver the technology solutions described in 
this response or the legal entity responding to your RFP.  

Highlights within the RFP response include: 

• Lumen’s dedicated State, Local and Education (SLED) sales team delivering solutions for 
government’s biggest IT security challenges. 

• The Lumen Platform is the fastest, most secure platform for next-gen apps and data, unifying four 
core IT components into one application delivery solution.  

• Lumen’s ability to identify cyberattack vulnerabilities and mitigate evolving threats with integrated 
network security solutions and automatic threat detection. 

• Next-gen Web Application Firewall (WAF), Bot Management and API solutions that accelerate 
performance and defend against application layer attacks. 

• Adaptive Threat Intelligence, high-fidelity intelligence and automated threat detection and response 
with Rapid Threat Defense. 

• Ransomware Assessment, identify weaknesses and protect your intellectual property from 
ransomware attacks 

• Managed services for security, data analysis, design, transition, and implementation. 

Lumen has made every effort to respond with accurate and relevant information. Occasionally, it was 
necessary for Lumen to make assumptions to formulate a timely response. Therefore, Lumen reserves the 
right to correct any errors and to modify any responses based on the final solution or information received 
during further discussions. Notwithstanding anything in this response to the contrary, including Lumen’s 
signature on its response, Lumen will not be legally bound until the execution of a mutually agreed-upon 
definitive agreement. 

 

Best regards, 

 

 

Jamie Singer 
SLED Business Development, National Contracts  
480-372-2509 
jamie.singer@lumen.com 
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About Lumen 
Lumen is a multinational technology company dedicated to helping organizations capitalize on next-
generation technologies. We have integrated our extensive global network, edge cloud, security, and 
collaboration assets to build the Lumen Platform, a unified application delivery solution for businesses, 
governments and communities that enables them to adopt emerging technologies. 

Operating one of the largest, most connected, and most deeply peered internet networks in the world, 
Lumen manages approximately 450,000 route miles of fiber and 190,000 on-net fiber locations with the 
capability to connect customers to network services in more than 60 countries. The Lumen network offers 
global connections to top cloud providers, providing organizations the ability to scale bandwidth up to three 
times current capacity when needed. 

The Lumen Platform is the fastest, most secure platform for next-gen business applications and data, 
integrating global network infrastructure, edge cloud and IT agility, connected security, and collaboration 
services into a seamless platform that enables businesses to adopt next-generation technologies and 
create amazing experiences. 

 

Our adaptive network enables your business to drive greater application efficiency and performance, while 
simultaneously accounting for real time usage fluctuations and long term, scalable growth. We provide a 
flexible, on-demand foundation that allows full-service control and automated performance response. 

The Lumen Platform combines edge cloud and IT agility capabilities for high-performance, low-latency data 
and application experiences. Designed to deliver 5 ms or better latency via numerous edge market nodes, 
the Lumen Platform delivers organizations broad capabilities to deploy next-generation technologies and 
applications. With dynamic connections to more than 2,200 public and private data centers around the 
world, the Lumen Platform offers comprehensive capabilities to maximize application performance and 
flexibility. 

Using our unique combination of vast network assets, the Lumen Platform provides exceptional visibility 
into the threat landscape. This visibility translates to high-fidelity threat intelligence combined with 
automated response, offering businesses access to a rapid threat defense embedded into Lumen Platform 
network services to proactively detect and block malicious traffic. With this peace of mind, your business 
can readily leverage the Lumen Platform for next-generation technologies, knowing your critical data and 
applications are secure. 

The Lumen Platform has built-in, easy-to-use communication and collaboration solutions to drive greater 
productivity, interactivity, and engagement. We support these capabilities as the North American Session 
Initiation Protocol (SIP) Trunking services market leader, with the largest installed base. Additionally, a 
recent study found that businesses who integrated their UCC applications and associated network services 
with Lumen as the single provider increased employee productivity by nearly 30% (Source: Nemertes, 
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"Employee, Customer Experience Transformations Deliver Measurable Value" Q32020. Data based on 
companies that use integrated Lumen collaboration and network services.). 

Lumen’s combination of global technology infrastructure, powerful business solutions and industry-leading 
services creates the platform to help you excel and produce amazing things. 

Financial Highlights 
As of March 31, 2022, Lumen had cash and cash equivalents of $365 million. 

Lumen Technologies, Inc. (“Lumen”) is the publicly traded parent company of the Lumen operating 
companies and is represented on the New York Stock Exchange under the symbol “LUMN.” Because 
Lumen Technologies, Inc. (“Lumen”) is a publicly traded company, financial information, such as our annual 
report and recent SEC filings, may be found at the website: https://ir.lumen.com/ 
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Tab 1 – Master Agreement – General Terms and Conditions 
Lumen Clarification: The Lumen Member Participation Agreement and the Lumen applicable Service 
Schedules provide the basis for the terms and conditions governing the purchase of products and services 
from Lumen under this Master Agreement. The Lumen Member Participation Agreement and the Lumen 
applicable Service Schedules are incorporated by reference and attached to the NCPA Administrative 
Agreement. Lumen agrees to discuss and negotiate the terms of the Master Agreement/Administrative 
Agreement upon award.  

Lumen respectfully requests the following modifications to the terms provided in this section of the RFP. 
Lumen also requests that the additional terms provided be incorporated into any final contract resulting 
from award of this solicitation. As needed, Lumen agrees to enter into good faith negotiation of mutually 
agreeable terms. 

Customer Support 
The vendor shall provide timely and accurate technical advice and sales support. The vendor shall 
respond to such requests within one (1) working day after receipt of the request, unless otherwise 
indicated. 
Lumen Clarification. Lumen will comply with the redline modifications provided throughout this 
section.. 

 Disclosures 
Respondent affirms that he/she has not given, offered to give, nor intends to give at any time hereafter 
any economic opportunity, future employment, gift, loan, gratuity, special discount, trip, favor or service 
to a public servant in connection with this contract. 
The respondent affirms that, to the best of his/her knowledge, the offer has been arrived at 
independently, and is submitted without collusion with anyone to obtain information or gain any 
favoritism that would in any way limit competition or give an unfair advantage over other vendors in the 
award of this contract. 

Lumen Clarification: Lumen affirms that to the best its knowledge that it has not given, offered to give, nor 
intends to give at any time hereafter any economic opportunity, future employment. gift, loan, gratuity, 
special discount, trip, favor, or service to a public servant in connection with this Agreement, except as 
otherwise allowed for and provided for under the laws governing the applicable public servant. 

Renewal of Contract 
Unless otherwise stated, all contracts are for a period of three (3) years with an option to renew for up 
to two (2) additional one-year terms or any combination of time equally not more than 2 years if agreed 
to by Region 14 ESC and the vendor. 

Lumen Response: 
Lumen has read, understands, and will comply. 

Funding Out Clause 
Any/all contracts exceeding one (1) year shall include a standard “funding out” clause. A contract for 
the acquisition, including lease, of real or personal property is a commitment of the entity’s current 
revenue only, provided the contract contains either or both of the following provisions: 
Retains to the entity the continuing right to terminate the contract at the expiration of each budget period 
during the term of the contract and is conditioned on a best efforts attempt by the entity to obtain 
appropriate funds for payment of the contract. 

Lumen Response: Lumen’s “funding out clause is noted below:  
Non-Appropriations. Customer intends to satisfy its obligations under this Agreement for its entire Term. 
For each fiscal period for customer: (a) customer agrees to include in its budget request appropriations 
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sufficient to cover customer's obligations under this Agreement; (b) customer agrees to use all reasonable 
and lawful means to secure these appropriations; (c) customer agrees it will not use non-appropriations as 
a means of terminating this Agreement in order to acquire functionally equivalent products or services from 
a third party. Customer reasonably believes that sufficient funds to discharge its obligations can and will 
lawfully be appropriated and made available for this purpose. In the event that customer is appropriated 
insufficient funds, by appropriation, appropriation limitation or grant, to continue payments under this 
Agreement and has no other funding source lawfully available to it for such purpose (as evidenced by 
notarized documents provided by customer and agreed to by Lumen), customer may terminate this 
Agreement without incurring any termination charges by giving Lumen not less than 30 days’ prior written 
notice. Upon termination and to the extent of lawfully available funds, customer will remit all amounts due, 
and all costs reasonably incurred by Lumen through the date of termination. 

Shipments (if applicable) 
The awarded vendor shall ship ordered products within seven (7) working days for goods available and 
within four (4) to six (6) weeks for specialty items after the receipt of the order unless modified. If a 
product cannot be shipped within that time, the awarded vendor shall notify the entity placing the order 
as to why the product has not shipped and shall provide an estimated shipping date. At this point the 
participating entity may cancel the order if estimated shipping time is not acceptable. 

Lumen Clarification: Unless otherwise arranged between the purchasing entity and Lumen, all products 
shall be shipped within seven (7) business days after receipt of a valid purchase order, based on product 
availability, by a reliable and insured shipping company. If a product cannot be shipped within that time; 
Lumen shall notify the entity placing the order as to why the product has not shipped and shall provide an 
estimated shipping date. 

Tax Exempt Status 
Since this is a national contract, knowing the tax laws in each state is the sole responsibility of the 
vendor. 

Lumen Clarification: Lumen will include appropriate sales and use taxes as part of the invoice and as 
applicable to the purchasing entity. 

Payments 
The entity using the contract will make payments directly to the awarded vendor or their affiliates 
(distributors/business partners/resellers) as long as written request and approval by NCPA is provided 
to the awarded vendor. 

Lumen Clarification: If there is an agreement in place, the customer/affiliates would need to adhere to the 
terms and approved payment methods. The purchasing entity using the contract will make payments 
directly to Lumen. 

Adding Authorized Distributors/Dealers 
Awarded vendors may submit a list of distributors/partners/resellers to sell under their contract 
throughout the life of the contract. Vendor must receive written approval from NCPA before such 
distributors/partners/resellers considered authorized. 

Lumen Response: 
Lumen has read, understands, and will comply. 

Purchase orders and payment can only be made to awarded vendor or distributors/ business 
partners/resellers previously approved by NCPA. 
Pricing provided to members by added distributors or dealers must also be less than or equal to the 
pricing offered by the awarded contract holder. 
All distributors/partners/resellers are required to abide by the Terms and Conditions of the vendor's 
agreement with NCPA. 
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Lumen Response: 
Lumen has read, understands, and will comply. 

Pricing 
All pricing submitted shall include the administrative fee to be remitted to NCPA by the awarded vendor. It 
is the awarded vendor’s responsibility to keep all pricing up to date and on file with NCPA All deliveries 
shall be freight prepaid, F.O.B. destination and shall be included in all pricing offered unless offered 
otherwise states clearly stated in writing.  

Lumen Response: 
Lumen has read, understands, and will comply.  

Lumen Clarification: Shipping shall be included in all pricing offered unless otherwise clearly stated in 
writing in the Order document. 

Warranty 
Proposal should address the following warranty information: 
 Applicable warranty and/or guarantees of equipment and installations including any conditions and 

response time for repair and/or replacement of any components during the warranty period. 
 Availability of replacement parts 
 Life expectancy of equipment under normal use 
 Detailed information as to proposed return policy on all equipment 

 
Products: Vendor shall provide equipment, materials and products that are new unless otherwise 
specified, of good quality and free of defects 
Construction: Vendor shall perform services in a good and workmanlike manner and in accordance 
with industry standards for the service provided. 

Lumen Clarification: Product and service warranty, conditions and response times, and service level 
agreements, if any, are provided for in the Lumen Member Participation Agreement and the Lumen 
applicable Service Schedules which are incorporated by reference and attached to the NCPA 
Administrative Agreement. 

Safety 
Vendors performing services shall comply with occupational safety and health rules and regulations. 
Also all vendors and subcontractors shall be held responsible for the safety of their employees and any 
conditions that may cause injury or damage to persons or property. 

Lumen Response: 
Lumen has read, understands, and will comply. 

Permits 
Since this is a national contract, knowing the permit laws in each state is the sole responsibility of the 
vendor. 

Lumen Response: 
Lumen has read, understands, and will comply. 

Indemnity 
The awarded vendor shall protect, indemnify, and hold harmless Region 14 ESC and its participants, 
administrators, employees and agents against all claims, damages, losses and expenses arising out of 
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or resulting from the actions of the vendor, vendor employees or vendor subcontractors in the 
preparation of the solicitation and the later execution of the contract. 

Lumen Clarification: Lumen can agree to an indemnification clause as noted below and would propose 
to include the following language at the Statement of Work level and not included at the master agreement 
level.  

“Lumen Indemnification. Lumen shall indemnify and hold harmless Customer from and against all third 
party claims (“Claim”) for damages to tangible property, personal injury or death caused by the gross 
negligence or willful misconduct of Lumen; provided, however, that such indemnification shall not apply 
when (i) Lumen is providing 911 Service, and (ii) such damages, injury or death was caused by Customer’s 
act or omission or the act or omission of Customer’s agents, servants, employees or others; and, provided, 
further, that such indemnification and save harmless obligation is expressly conditioned on the following: 
(i) that Lumen shall be notified in writing promptly of any such Claim, (ii) that Lumen shall have sole control 
of the defense of any action or such Claim and of all negotiations for its settlement or compromise provided 
that Customer’s legal counsel may participate in such defense and settlement, at customer’s expense; and 
that (iii) Customer provides all information and assistance reasonable requested by Vendor to handle the 
settlement or defense of the Claim.” 

Limitation of Liability. Any Lumen indemnity shall be limited to the limitation of liability and/or damage cap 
set forth below. Lumen proposes the following limitation of liability clause that aligns with the Lumen 
Professional Security Services Statement of Work, which is included in this bid response, and summarized 
as follows: “Notwithstanding any cap on damages set forth in the underlying Agreement or in the applicable 
Service Attachment, the parties agree that each party’s total aggregate liability arising from or related to 
this SOW will be limited to the total charges paid or payable under this SOW. In the event of a conflict 
between this provision and the underlying Agreement or applicable Service Attachment, this provision will 
prevail.” 

Franchise Tax 
The respondent hereby certifies that he/she is not currently delinquent in the payment of any franchise 
taxes. 

Lumen Response: 
Lumen is not currently delinquent on payment of any franchise taxes. 

Supplemental Agreements 
The entity participating in this contract and awarded vendor may enter into a separate supplemental 
agreement to further define the level of service requirements over and above the minimum defined in 
this contract i.e. invoice requirements, ordering requirements, specialized delivery, etc. Any 
supplemental agreement developed as a result of this contract is exclusively between the participating 
entity and awarded vendor. 

Lumen Clarification: Lumen proposes to set forth the general terms and conditions in the Region 14 ESC 
Master Agreement in order to ease order placement for the participating entities. By incorporating Lumen’s 
terms into the Master Agreement, the participating entities will increase their efficiency, needing only to 
review an opportunity specific order form, SOW and/or Service Description document. We feel this will 
significantly reduce the participating entities’ efforts in gaining access to new technologies and reducing the 
time to deploy. As such, Lumen is including our Lumen Member Participation Agreement and the Lumen 
applicable Service Schedules for your consideration. No changes to the contract terms regarding reporting, 
indemnity, payment, or limitation of liability shall be altered by a NCPA member or purchasing/participating 
entity.  

Certificates of Insurance 
Certificates of insurance shall be delivered to the Public Agency prior to commencement of work. The 
insurance company shall be authorized in the applicable state in which work is being conducted. The 
awarded vendor shall give the participating entity a minimum of ten (10) days’ notice prior to any 
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modifications or cancellation of policies. The awarded vendor shall require all subcontractors 
performing any work to maintain coverage as specified. 

Lumen Clarification: Lumen will provide a Certificate of Insurance to members but notices of any 
modification or cancellation of policies will be provided in accordance with the policy provisions. 

Legal Obligations 
It is the Respondent’s responsibility to be aware of and comply with all local, state, and federal laws 
governing the sale of products/services identified in this RFP and any awarded contract and shall 
comply with all while fulfilling the RFP. Applicable laws and regulation must be followed even if not 
specifically identified herein. 

Lumen Clarification: Lumen shall be aware of and comply with all local, state, and federal laws applicable 
to Vendor as a provider of information technology products/services under this Master Agreement. 

Protest 
A protest of an award or proposed award must be filed in writing within ten (10) days from the date of 
the official award notification and must be received by 5:00 pm CST. Protests shall be filed with Region 
14 ESC and shall include the following: 
• Name, address and telephone number of protester 
• Original signature of protester or its representative 
• Identification of the solicitation by RFP number 
• Detailed statement of legal and factual grounds including copies of relevant documents and the 

form of relief requested. Any protest review and action shall be considered final with no further 
formalities being considered. 

Lumen Response: 
Lumen has read, understands, and will comply. 

Force Majeure 
If by reason of Force Majeure, either party hereto shall be rendered unable wholly or in part to carry 
out its obligations under this Agreement then such party shall give notice and full particulars of Force 
Majeure in writing to the other party within a reasonable time after occurrence of the event or cause 
relied upon, and the obligation of the party giving such notice, so far as it is affected by such Force 
Majeure, shall be suspended during the continuance of the inability then claimed, except as hereinafter 
provided, but for no longer period, and such party shall endeavor to remove or overcome such inability 
with all reasonable dispatch. 
The term Force Majeure as employed herein, shall mean acts of God, strikes, lockouts, or other 
industrial disturbances, act of public enemy, orders and regulation of any kind of government of the 
United States or any civil or military authority; insurrections; riots; epidemics; pandemic; landslides; 
lighting; earthquake; fires; hurricanes; storms; floods; washouts; droughts; arrests; restraint of 
government and people; civil disturbances; explosions, breakage or accidents to machinery, pipelines 
or canals, or other causes not reasonably within the control of the party claiming such inability. It is 
understood and agreed that the settlement of strikes and lockouts shall be entirely within the discretion 
of the party having the difficulty, and that the above requirement that any Force Majeure shall be 
remedied with all reasonable dispatch shall not require the settlement of strikes and lockouts by 
acceding to the demands of the opposing party or parties when such settlement is unfavorable in the 
judgment of the party having the difficulty 

Lumen Clarification: Lumen proposes to add cable cuts and power outages caused by third parties not 
under Vendor’s direction or control as a Force Majeure event.  

Prevailing Wage 
It shall be the responsibility of the Vendor to comply, when applicable, with the prevailing wage 
legislation law in effect in the jurisdiction of the purchaser. It shall further be the responsibility of the 
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Vendor to monitor the prevailing wage rates as established by the appropriate department of labor for 
any increase in rates during the term of this contract and adjust wage rates accordingly. 

Lumen Clarification 
Lumen has read, understands, and will comply but proposes changing the word “legislation” to “law.”  

Termination 
Either party may cancel this contract in whole or in part by providing written notice. The cancellation 
will take effect 30 business days after the other party receives the notice of cancellation. After the 30th 
business day all work will cease following completion of final purchase order. 

Lumen Response: 
Lumen agrees to this as long as there is an acknowledgement of liability for any applicable Early 
Termination charges. Please refer to the termination language in our attached MSA. 

Open Records Policy 
Because Region 14 ESC is a governmental entity responses submitted are subject to release as public 
information after contracts are executed, as required by applicable law. Vendor will comply with 
applicable law and opinions of the applicable governing body concerning open records.  
The determination of whether information is confidential and not subject to disclosure is the duty of the 
Office of Attorney General (OAG). Region 14 ESC must provide the OAG sufficient information to 
render an opinion and therefore, vague and general claims to confidentiality by the respondent are not 
acceptable. Region 14 ESC must comply with the opinions of the OAG. Region14 ESC assumes no 
responsibility for asserting legal arguments on behalf of any vendor. Respondent are advised to consult 
with their legal counsel concerning disclosure issues resulting from this procurement process and to 
take precautions to safeguard trade secrets and other proprietary information. 

Lumen Clarification: 
Lumen has read, understands, and will comply with the following redline edits noted above.  



 

SIGNATURE FORM 
 
 
The undersigned hereby proposes and agrees to furnish goods and/or services in strict 
compliance with the terms, specifications and conditions at the prices proposed within response 
unless noted in writing. The undersigned further certifies that he/she is an officer of the company 
and has authority to negotiate and bind the company named below and has not prepared this bid 
in collusion with any other Respondent and that the contents of this proposal as to prices, terms 
or conditions of said bid have not been communicated by the undersigned nor by any employee 
or agent to any person engaged in this type of business prior to the official opening of this 
proposal. 
 
Prices are guaranteed: 120 days  
 
 
 
____________________________________________________________________________ 
Company Name 
 
 
 
____________________________________________________________________________ 
Address 
 
 
 
____________________________________________________________________________ 
City       State    Zip 
 
 
 
___________________________________  ___________________________________ 
Telephone Number     Fax Number 
 
 
 
____________________________________________________________________________ 
Email Address 
 
 
 
___________________________________  ___________________________________ 
Printed Name      Position 
 
 
 
____________________________________________________________________________ 
Authorized Signature 
 
 

Alex Khanin (Dec 19, 2022 14:57 MST)

Alex Khanin

CenturyLink, LLC DBA Lumen Technologies Group

pomdirectorsignature@lumen.com

Alex Khanin Manager Offer Management

100 CenturyLink Dr.

Monroe

1-777-457-5548

LA 71203
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Tab 2 – NCPA Administration Agreement 

This Administration Agreement is made as of  , by 
and between National Cooperative Purchasing Alliance (“NCPA”) and 

CenturyLink LLC, dba Lumen Technology Group  (“Vendor”). 

Recitals 

WHEREAS, Region 14 ESC has entered into a certain Master Agreement dated 

 , referenced as Contract Number  , 
by and between Region 14 ESC and Vendor, as may be amended from time to time in accordance with 
the terms thereof (the “Master Agreement”), for the purchase of IT Security Products and Data 
Protection Solutions; 

WHEREAS, said Master Agreement provides that any state, city, special district, local 
government, school district, private K-12 school, technical or vocational school, higher education 
institution, other government agency or nonprofit organization (hereinafter referred to as “public 
agency” or collectively, “public agencies”) may purchase products and services at the prices indicated 
in the Master Agreement; 

WHEREAS, NCPA has the administrative and legal capacity to administer purchases under 
the Master Agreement to public agencies; 

WHEREAS, NCPA serves as the administrative agent for Region 14 ESC in connection with other 
master agreements offered by NCPA 

WHEREAS, Region 14 ESC desires NCPA to proceed with administration of the Master 
Agreement; 

WHEREAS, NCPA and Vendor desire to enter into this Agreement to make available the Master 
Agreement to public agencies on a national basis; 

NOW, THEREFORE, in consideration of the payments to be made hereunder and the mutual 
covenants contained in this Agreement, NCPA and Vendor hereby agree as follows: 

General Terms and Conditions 

• The Master Agreement, attached hereto as Exhibit 1 and incorporated herein by reference as 
though fully set forth herein, and the terms and conditions contained therein shall apply to this 
Administration Agreement except as expressly changed or modified by this Administration 
Agreement. 

• The Lumen Member Participation Agreement and the Lumen applicable Service Schedules 
(collectively, the “Lumen Contract”) are attached hereto and incorporated herein by reference, 
and the terms and conditions contained in said documents shall apply to this Agreement, except 
as may be expressly changed or modified by this Agreement. In the event of a conflict between 
the terms of this NCPA Administrative Agreement and the Lumen Contract, the Lumen Contract 
shall control.  

• NCPA shall be afforded all of the rights, privileges and indemnifications afforded to Region 14 
ESC under the Master Agreement, and such rights, privileges and indemnifications shall accrue 
and apply with equal effect to NCPA under this Administration Agreement including, but not 
limited to, Contractor’s obligation to provide appropriate insurance and certain indemnifications 
to Region 14 ESC. 

December 1, 2022

December 1, 2022 01-156
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• Contractor shall perform all duties, responsibilities and obligations required under the 
Master Agreement in the time and manner specified by the Master Agreement. 

• NCPA shall perform all of its duties, responsibilities, and obligations as administrator of 
purchases under the Master Agreement as set forth herein, and Contractor acknowledges 
that NCPA shall act in the capacity of administrator of purchases under the Master 
Agreement. 

• With respect to any purchases made by Region 14 ESC or any Participating Agency pursuant 
to the Master Agreement, NCPA (a) shall not be construed as a dealer, re- marketer, 
representative, partner, or agent of any type of Contractor, Region 14 ESC, or such 
Participating Agency, (b) shall not be obligated, liable or responsible (i) for any orders made by 
Region 14 ESC, any Participating Agency or any employee of Region 14 ESC or Participating 
Agency under the Master Agreement, or (ii) for any payments required to be made with respect 
to such order, and (c) shall not be obligated, liable or responsible for any failure by the 
Participating Agency to (i) comply with procedures or requirements of applicable law, or (ii) 
obtain the due authorization and approval necessary to purchase under the Master Agreement. 
NCPA makes no representations or guaranties with respect to any minimum purchases 
required to be made by Region 14 ESC, any Participating Agency, or any employee of Region 
14 ESC or Participating Agency under this Administration Agreement or the Master Agreement. 

• With respect to any supplemental agreement entered into between a Participating Agency and 
Contractor pursuant to the Master Agreement, NCPA, its agents, members and employees 
shall not be made party to any claim for breach of such agreement. 

• This Administration Agreement supersedes any and all other agreements, either oral or in 
writing, between the parties hereto with respect to the subject matter hereof, and no other 
agreement, statement, or promise relating to the subject matter of this Administrative 
Agreement which is not contained herein shall be valid or binding. 

• Contractor agrees to allow NCPA to use their name and logo within website, marketing 
materials and advertisement. Any use of NCPA name and logo or any form of publicity 
regarding this Administration Agreement or the Master Agreement by Contractor must have 
prior approval from NCPA. 

• If any action at law or in equity is brought to enforce or interpret the provisions of this 
Administration Agreement or to recover any administrative fee and accrued interest, the 
prevailing party shall be entitled to reasonable attorney’s fees and costs in addition to any 
other relief to which such party may be entitled. 

• Neither this Administration Agreement nor any rights or obligations hereunder shall be 
assignable by Contractor without prior written consent of NCPA, provided, however, that the 
Contractor may, without such written consent, assign this Administration Agreement and its 
rights and delegate its obligations hereunder in connection with the transfer or sale of all or 
substantially all of its assets or business related to this Administration Agreement, or in the 
event of its merger, consolidation, change in control or similar transaction. Any permitted 
assignee shall assume all assigned obligations of its assignor under this Administration 
Agreement. 

• This Administration Agreement and NCPA’s rights and obligations hereunder may be 
assigned at NCPA’s sole discretion, to an existing or newly established legal entity that has 
the authority and capacity to perform NCPA’s obligations hereunder. 

Term of Agreement 
This Agreement shall be in effect so long as the Master Agreement remains in effect, provided, however, 
that the obligation to pay all amounts owed by Vendor to NCPA through the termination of this Agreement 
and all indemnifications afforded by Vendor to NCPA shall survive the term of this Agreement. 

Lumen Response: 
Lumen has read, understands, and will comply. 
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ACKNOWLEDGMENT OF CONTRACTOR REQUIREMENTS 

National Cooperative Purchasing Alliance  Vendor Name 
Organization  

  CenturyLink Communications LLC, dba 
Lumen Technologies Group 

Name   Name 

    100 CenturyLink Dr.  
Address   Address 

    Monroe, LA. 71203  
Address   Address 

      
Signature   Signature 

      
Title   Title 

    Nov. 17, 2022  
Date   Date 

Matthew Mackel

Director, Business Development

December 1, 2022

Houston, TX 77270

PO Box 701273

Alex Khanin (Dec 19, 2022 14:57 MST)

Alex Khanin

Manager Offer Management
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strategic suppliers (Tier I). Tier II reporting is to ensure our prime suppliers are utilizing diverse suppliers to 
complete subcontracting plan requirements. On a quarterly basis, Lumen's strategic suppliers are 
requested to report their Tier II diverse spend electronically via our Tier II Reporting System. 

Residency 
Responding Company’s principal place of business is in the city of Monroe, State of Louisiana  

Felony Conviction Notice 
Please Check Applicable Box (If the 3rd box is checked, a detailed explanation of the names and 
convictions must be attached): 

☐ A publicly held corporation; therefore, this reporting requirement is not applicable. 

☒ Is not owned or operated by anyone who has been convicted of a felony. 

☐ Is owned or operated by the following individual(s) who has/have been convicted of a felony 

Distribution Channel 
Which best describes your company’s position in the distribution channel: 

☐ Manufacturer Direct  ☐ Certified education/government reseller 

☐ Authorized Distributor  ☐ Manufacturer marketing through reseller 

☐ Value-added reseller  ☒ Other: Service Provider  

Processing Contact Information 

Contact Person Jamie Singer 

Title SLED Business Development, National Contracts 

Company Lumen Technologies 

Address Remote 

City/State/Zip Phoenix, AZ 85012 

Phone 480-372-2509 

Email  jamie.singer@lumen.com 

Pricing Information 
In addition to the current typical unit pricing furnished herein, the Vendor agrees to offer all future 
product introductions at prices that are proportionate to Contract Pricing. If answer is no, attach a 
statement detailing how pricing for NCPA participants would be calculated for future product 
introductions. 

☒ Yes ☐ No 

Pricing submitted includes the required NCPA administrative fee. The NCPA fee is calculated based on 
the invoice price to the customer. 

☒ Yes ☐ No 
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Tab 4 – Vendor Profile 
Please provide the following information about your company: 
• Company’s official registered name. 

Lumen Response: 
CenturyLink LLC, d/b/a Lumen Technologies Group 

• Brief history of your company, including the year it was established. 

Lumen Response: 
Lumen was incorporated in 1968 as Central Telephone and Electronics, drawing on the assets of Oak 
Ridge Telephone Company, which had historical roots dating to the 1930s. In 1971, the company was 
renamed Century Telephone Enterprises, Inc. and began trading on the New York Stock Exchange in 
October 1978 under the symbol CTL. In 1999, shareholders voted to change the company's name to 
CenturyTel, Inc. In 2010, the company formally began operating under the name CenturyLink, Inc. In late 
2020, the company renamed itself as Lumen, and the company began trading under the symbol LUMN on 
the New York Stock Exchange. Company’s Dun & Bradstreet (D&B) number. 

Lumen Response: 
D-U-N-S number: 05-091-1668 

• Company’s organizational chart of those individuals that would be involved in the contract. 

Lumen Response: 
- Ray Hoeymans, SR. Director Public Sector Program Mgmt 
- Jamie Singer, SLED Business Development, Nat’l Contracts 
-      Beth Washington, Contracts Program Mgr 
-      National SLED sales team - See Attachment 1: Tab 4-Vendor-Profile-SLED-Org-Chart below 
 

• Corporate office location. 

Lumen Response: 
CenturyLink LLC, dba Lumen Technologies Group 
100 CenturyLink Dr. 
Monroe, LA 71203 
Telephone: 800-871-9244 

 
• List the number of sales and services offices for states being bid in solicitation 

Lumen Response: 
Lumen has over 100 dedicated state, local and education (SLED) sellers across the nation. Lumen’s 
Corporate Headquarters is in Monroe, LA with corporate offices in Atlanta, Boston, Chicago, Dallas, Denver, 
Herndon, Irvine, Los Angeles, New York, Santa Clara, Seattle, and St. Lois.  
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• List the names of key contacts at each with title, address, phone and e-mail address. 

 Lumen Response: 
See Attachment 1: Tab 4-Vendor-Profile-SLED-Org-Chart below.  

Tab-4-Vendor-Profil
e-SLED-Org-Chart.pp

 
• Define your standard terms of payment. 

Lumen Response: 
Lumen’s standard payment terms are as follows: 

• Most Lumen services are billed monthly as monthly recurring charges because it aligns with 
Lumen’s availability and service credits calculators. Therefore, Lumen offers the below billing and 
payment terms: 

o Fixed charges, such as Monthly Recurring Charges (“MRCs”) are billed monthly in 
advance. 

o Varying or usage-based charges are billed monthly in arrears.  

o Installation or other Non-Recurring Charges (“NRCs”) are billed upon the Service 
Commencement Date.  

o Payments to Lumen must be made via an ACH transfer or any Lumen approved payment 
portal; and, 

o All invoiced amounts are due thirty (30) days after the invoice date. 

Who is your competition in the marketplace? 

Lumen Response: 
Following are the types of companies in the marketplace; local managed security service providers and 
service integrators, Tier 1 Telecommunications Companies that have managed security services and 
product offerings, global security service consulting companies, global managed security service providers 
and national managed security service providers.  

Lumen’s differentiator is our extensive infrastructure and expertise which have enabled us to produce and 
unify the core IT components necessary for supporting emerging technologies, forming the bedrock of the 
Lumen Platform – the fastest, most secure platform for next-generation applications and data. 

• Provide Annual Sales for last 3 years broken out into the following categories: 
‒ Cities / Counties 
‒ K-12 
‒ Higher Education 
‒ Other government agencies or nonprofit organizations 
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• Provide the revenue that your organization anticipates each year for the first three (3) years of 
this agreement. 
‒ $  in year one 
‒ $  in year two 
‒ $  in year three 

Lumen Response: 
The following are estimates based off the Estimated Quantities section of the original RFP #40-22. The 
estimated quantities based off the estimated volume were $50 million annually. Using the $50 million 
estimated revenue volume as the baseline resulted in our best estimates below.  

 $ 500K in year one 
 $ 2.5M in year two 
 $ 3.5M in year three 

 
• What differentiates your company from competitors? 

Lumen Response: 
At Lumen we see more threats to stop more threats. Our global network backbone provides vast visibility 
into the threat landscape to power our portfolio of security solutions.  

Lumen helps organizations simplify security by embedding protection in network services and automating 
threat detection and response. We relieve the “resource vortex” by providing original high-fidelity threat 
intelligence, expert consulting, and robust professional services practice to empower today’s defenders. 

  
 

• Describe how your company will market this contract if awarded. 

Lumen Response: 
Please refer to the table below to see how Lumen intends to market this contract if awarded.  
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supported by our experts in network design, security, and customer service. The automated, self-healing 
qualities of the network support our commitment to being there for our customers. 

Lumen has uniformly implemented network management systems and operational processes across all 
gateways. By maintaining consistency across all systems and processes, Lumen maximizes automation 
and efficiency of monitoring systems, resulting in swift fault isolation and repair. The NOC also provides 
proactive monitoring of traffic across the network. Through this monitoring, we  identify potential problems 
and provide resolution in a more-timely fashion. Lumen’s NOC only monitors at the network level, not the 
customer level. 

The NOC is responsible for performing the following repair-related functions: 

 Proactive monitoring, management and control the network 
 Performing remote network testing and trouble isolation to a specific gateway office, a unit of 

equipment, a Local Exchange Carrier (LEC) circuit or any customer-provided equipment 
 Manage recovery and repair processes across internal and external departments 
 Act as an escalation resource for the NOC technician and provide status for all service issues. The 

NOC technician, in turn, interfaces with customer for problem resolution status 

Auto-Generated Notification. In addition to manual monitoring performed by NOC technicians, Lumen 
has sophisticated network monitoring tools that receive alarms and other network events in real-time. These 
monitoring tools help Lumen to make determinations about service-impacting events and take necessary 
actions to alleviate problems. The following effects of network events will create a service alarm for NOC 
technicians to address:  

 Signal loss 
 Error thresholds (degradation of service) to be exceeded 
 An outage 

There are two distinct types of fault classifications used by the NOC: 

 Impairment: A service-impacting degradation of service affecting standard quality of service 
 Outage: Occurs when there is a total loss of service  

NCPA’s single point-of-contact is the NOC. We train our NOC technicians to address both technical and 
business issues and are they are highly skilled technical professionals. Each technician understands the 
importance of maintaining network availability and resolving problems quickly and each has the skills to 
assist customers with all aspects of their service. Every NOC technician is supported by a wider NOC and 
management team available 24/7 for problem resolution and issue escalations. 

The charter of the NOC is to ensure that all issues are resolved quickly — on a first-call resolution when 
possible — whether those issues involve fault and repair management or security concerns. A NOC 
technician can handle repair tickets and act as the customer’s primary contact. The technician’s goal is to 
drive continuous improvement into the customer service experience. 

The NOC technician initiates several tests and processes to determine faults and resolve them. The 
technician either solves the problem or engages the appropriate resource until resolution is established. All 
resources necessary to solve problems have pre-assigned responsibility to the technician, so they have 
immediate access to technical resources for service activation, billing, gateway operations, and the NOC, 
including dedicated security professionals, members of the Lumen account team or anyone else within the 
organization necessary to resolve an issue.  

The NOC technician’s responsibilities include: 

 Reviewing network outage reports and scans for affected customers 
 Requesting root-cause analysis of network events, to view customer traffic, to provide network 

utilization analysis and to provide scheduled and emergency maintenance notification 
 Monitor Control Center queues for repair tickets pertaining to customer circuits 
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Trouble Ticket Management. NCPA can submit a trouble ticket via the online portals or directly via a toll-
free number to a repair technician. For every service-related issue reported, a unique case is created with 
an associated ticket number. Tickets created online are treated with the same priority as those called into 
our repair team. Lumen’s trouble reporting system and architecture includes the following features: 

 Repair technicians that use various ticketing systems for logging and managing problems. These 
systems include the basic functionality for call and problem tracking, escalation, notification, and 
resolution 

 NOC technicians with real-time views and access into the network topology viewers for network 
management status 

 Information available via the online portals including technician notes 

Trouble Ticket Escalations. Lumen employs a comprehensive escalation policy for addressing customer 
troubles, service interruption, network events and other service incidents. To ensure that customer service 
levels and support are maintained, customers and employees should follow current policy and adhere to 
our escalation process. 

Escalations are used when additional resources are required to diagnose a problem or gain movement from 
other departments or vendors. Escalations are not denied by the repair team.  

NCPA should escalate at intervals that reflect the urgency of the outage, while still allowing each escalation 
level an opportunity to pursue a timely resolution. Starting at Escalation Level 1 (repair technician) ensures 
a consistent and structured process that enables accurate information to be relayed in the timeliest manner 
to the most appropriate personnel. We provide an escalation matrix in the customer handbook. NCPA 
should contact the repair teams directly using the link to the escalation matrix. Bypassing the repair team 
may cause delays and miscommunication. 

NCPA is strongly encouraged to escalate through the repair team at an interval that reflects the impact of 
the outage to your business. 

NCPA should not escalate service troubles through your Lumen account team or other Lumen contacts. 

Escalations received via Control Center or by a call to the repair team are all treated in the same manner. 

Billing Support. Lumen provides a monthly invoice for all installed services; if the bill only includes a partial 
month the charges will be prorated, based on the beginning, or ending service dates of the services. 
Requests pertaining to billing inquiries, disputes, credits, balance, and payment information related to 
services on the Lumen platform can be submitted using the Customer Portal. 

Customer Portals. The Customer Portal offers an on-line, web-enabled interface for managing your 
telecommunications services. The portal provides a comprehensive set of tools to communicate with Lumen 
real-time for trouble reporting, order placement, billing, and account management. 

For service issues, if the portal information is not sufficient, customers may communicate directly with a 
Service Assurance Technician via a toll-free number for the reporting and resolution of reported outages. 
This Technician is also available to answer questions in real time. Lumen trains its technicians to address 
both technical and business issues and they are highly skilled technical professionals. Lumen supports our 
technicians with a team available 24/7, collaborating with the core Network Operation Centers, Field 
Operations, and third-party suppliers to ensure full resolution of problems.  

For business and account maintenance issues such as billing and ordering, customers can also directly 
contact their account team to discuss business issues. The account team can assist with communication 
to other departments for further information, if needed.  

Service Delivery. Lumen provides ongoing support for all our installed services. We embrace a strong 
operational philosophy that is customer-focused and highly responsive. Strict performance metrics drive 
our internal organizations to deliver quality service on a consistent basis. In the event an issue arises with 
any service, Lumen will work to rapidly respond to inquiries and quickly resolve any problems. 

Superior project management is the key to consistently achieving both program and project objectives. Our 
local team of experienced project managers and the established, best practice processes they use will 
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ensure timely processing and implementation of all new orders for service, MACD activity for existing 
services, and any associated transition and transformation activities.  

Lumen’s Customer Care Managers (CCM) handle the day-to-day order management activity. CCMs project 
manage all orders through to service delivery and billing. Our staff of dedicated Customer Care Managers 
work as a liaison between customers and our service delivery personnel. 

Large projects will be managed by our Project Managers using project management processes and 
methodologies. Lumen’s project management processes are on par with industry best practices based on 
the Project Management Institute (PMI) methodologies and Project Management Body of Knowledge 
(PMBOK) philosophies. This ensures consistent and reliable project management capabilities regardless 
of the size and complexity of the project, and results in decreased project risk and on time project delivery 
within budget. 

• Green Initiatives (if applicable) 
As our business grows, we want to make sure we minimize our impact on the Earth’s climate. We are 
taking every step we can to implement innovative and responsible environmental practices throughout 
NCPA to reduce our carbon footprint, reduce waste, energy conservation, ensure efficient computing 
and much more. To that effort we ask respondents to provide their companies environmental policy 
and/or green initiative. 

Lumen Response: 
Lumen shares NCPA’s commitment to operating its business in such a manner as to prevent pollution and 
minimize environmental impacts. Lumen has been working to advance sustainability goals for many years 
and strives to create lasting value for all our customers and stakeholders. For more information on Lumen’s 
environmental practices, please see Lumen.com for the 2021 Environmental, Social and Governance 
Report.   

Lumen’s sustainability initiatives are strengthened by our partnership with the Global Enabling Sustainability 
Initiative (GeSI), a collaboration among members from major information and communication technology 
(ICT) companies and organizations around the world. GeSI is a leading source of impartial information, 
resources, and best practices for achieving integrated social and environmental sustainability through 
digital technologies. Lumen joined GeSI in 2020 and began using their resources and best practices to 
further our sustainability program. 

An overview of our green initiatives is provided below.  

We operate facilities in over 60 countries. To reduce our carbon footprint, we have committed to science-
based emissions reduction targets and have implemented plans to help us achieve them. 

Energy approach. Our energy management teams are constantly looking for ways to improve energy 
efficiency at our facilities around the world. In 2021, we avoided 31,435 metric tons of GHG emissions 
through initiatives such as: 

 Deploying and enhancing building energy management and control systems 
 Developing an energy network operations center (ENOC) to centrally monitor, manage, and reduce 

facility energy use through control systems and advanced analytics 
 Turning down underutilized critical infrastructure equipment, including excess rectifiers and power 

plants 
 Consolidating and updating network switch equipment 
 Installing and upgrading mechanical systems to improve efficiency, including variable frequency 

drives and variable speed fans 
 Installing LED lighting retrofits and controls 
 Improving facility airflow management, including deployment of hot and cold aisle containment 
 Increasing power usage effectiveness monitoring and reporting 
 Upgrading facility mechanical system chilled water systems 
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We intend to maintain an environment which is free from all forms of discrimination and conduct which we 
consider unlawfully harassing or coercive. 

• Vendor Certifications (if applicable) 
Provide a copy of all current licenses, registrations and certifications issued by federal, state and local 
agencies, and any other licenses, registrations or certifications from any other governmental entity with 
jurisdiction, allowing respondent to perform the covered services including, but not limited to, licenses, 
registrations, or certifications. Certifications can include M/WBE, HUB, and manufacturer certifications 
for sales and service. 

Lumen Response: 
Specific Licenses and Certifications. Lumen’s domestic U.S. operations are subject to significant regulation 
by the Federal Communications Commission (FCC), which regulates interstate communications, and 
various state utility commissions and local agencies, which regulate intrastate communications. Our 
networks are subject to numerous local regulations, including codes that regulate our trenching and 
construction operations or that require us to obtain permits, licenses, or franchises. In most states, local 
voice service, switched and business data services and interconnection services are subject to price 
regulation.  

Our non-domestic operations and subsidiaries operating outside of the U.S. are regulated by supranational 
groups (such as the European Union), national agencies and, often, state, provincial or local bodies. Lumen 
is subject to various regulations in the markets where service is provided.  

Various foreign, federal, and state laws govern our storage, maintenance, and use of customer data, 
including a wide range of consumer protection, data protection, privacy, intellectual property, and similar 
laws. 

Lumen assures ensures interoperability and smooth implementations by maintaining industry 
accreditations/certifications. The figure below identifies Lumen’s accreditations/certifications. 

 





       

Lumen SLED Account Managers
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Sample Communication and Marketing Timeline

Social Media Announcement Week 1 Twitter, LinkedIn, Everyone Social, Lumen Blog 

Executive Leadership 
Announcement  2 weeks Announcement from the desk of Sonia Ramsey, VP SLED

Sales Announcement 2 weeks Regional SLED Sales Directors' meetings 

Lumen Website Refresh 30 days
https://www.lumen.com/public-sector/contracts/sled-contract-vehicles.html

NCPA logo, NCPA website link, Contract Highlights
Internal Site

SLED Toolbox
30 days Add NCPA logo, master contract, pricing, contract FAQs & training

Contract Training 30 days Nat’l SLED contract call – NCPA Sales Training 

Sales Enablement Quarterly Nat’l SLED Power Hour – SLED national contracts training

NCPA Tools TBD Annual Meeting, Vendor Meeting, TBD

Events & Associations Year Round Tradeshows, GOVTech Digital Gov Summits, NASCIO, NASTD, NASPO
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Tab 5 – Products and Services/Scope 
Respondent shall perform and provide these products and/or services under the terms of this agreement. 
The supplier shall assist the end user with making a determination of their individual needs. 

Warranty 
Proposal should address the following warranty information: 

• Applicable warranty and/or guarantees of equipment and installations including any conditions 
and response time for repair and/or replacement of any components during the warranty period. 

• Availability of replacement parts 
• Life expectancy of equipment under normal use 
• Detailed information as to proposed return policy on all equipment 

Lumen Response: 
Lumen will provide Service Level Agreements and Service Guides for each of our standard products and 
services. 

Products 
• Vendor shall provide equipment, materials and products that are new unless otherwise specified, 

of good quality and free of defects 

Lumen Response: 
For Managed Security Services where Lumen provides the equipment it shall be new, unless otherwise 
specified, procured direct from the vendor, in good quality, and free of defects. 

Construction 
• Vendor shall perform services in a good and workmanlike manner and in accordance with industry 

standards for the service provided. 

Lumen Response: 
Where Lumen must modify existing infrastructure to install service equipment, Lumen will perform 
installation services in strict accordance with industry standards for the services being provided. 

The following is a list of suggested (but not limited to) IT Security Products and Data Protection Solutions 
categories. List all categories along with manufacturer that you are responding with: 

• Security Threat Intelligence Products and Services 
• Security Information and Event Management (SIEM) 
• Managed Security Services 
• Security awareness training 
• Professional Security Services 
• Content Filtering 
• Anti-Virus / Anti-Spam 
• Network Forensics / Real – Time Monitoring 
• Network Access Control 
• Firewalls 
• Network Storage / Archiving 
• Wireless Networks 
• Bandwidth Management 
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NETWORK BASED FIREWALL 

Lumen Adaptive Network Security Service 
The security pressure is building for today’s enterprise defenders. But with limited resources and the 
pressure to quickly respond to firewall alarms and events, practitioners struggle to keep up. Lumen Adaptive 
Network Security Service streamlines threat management by enabling consistent policy deployment, 
monitoring and event management across hybrid security environments.  

Technical Features and Capabilities:  

 Adaptive Network Security is built within the Lumen network to leverage local internet peering 
points to minimize latency  

 Black Lotus Labs’ threat intelligence powers rapid threat defense and threat visualization  
 Encrypted remote access to private networks, cloud providers or to public internet  
 Supports mix of remote access sites and mobile users connecting from public and private 

connections (SD-WAN and MPLS/IP VPN)  
 Redundant security architecture provides highly available service  
 Configure one set of firewall policies to secure locations and users with no hardware to deploy  
 Shared bandwidth model per firewall instance supports multiple deployment use cases  

Benefits: 

 Network-Based Protection: Quickly adapt to new threats without huge capital investments via 
technology service chaining across 31 global Lumen gateways  

 Next-generation Firewall/UTM Capabilities: Full range security functionality including Intrusion 
Detection Service (IDS)/Intrusion Prevention Service (IPS), web content/URL filtering, data loss 
protection (DLP), application awareness and control, anti-malware (sandboxing), log retention and 
reporting  

 Threat Visualization: Near real-time view of threat landscape through a single portal  
 Rapid Threat Defense Capability: Detect and automatically block threats based on customer-

selected security policy and threat risk scores  
 Internet Carrier-Agnostic: Provide protection for Lumen and/or third-party internet connections  
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Lumen Network Based Security Service 
Lumen Network Based Security (NBS) is an alternative to the above Lumen ANS offering, where the 
existing Internet circuit is a Lumen circuit off our legacy Qwest network. In this configuration the firewall 
supports only one Internet access circuit at a time. The benefit of this configuration is for the customer that 
wants their firewall and IPS to be dedicated to a single point of access. 

 Complete stateful firewall with custom firewall policies and reporting 
 Lumen will connect remote offices using broadband via an IPsec VPN 
 Lumen has templates to assist NCPA in defining security policies if needed. 
 Typically more cost effective than a CPE-based firewall to manage and support 
 Typically more cost effective than carrier agnostic network based solutions. 

NBS is a modular cloud-based security service that includes a managed firewall with VPN, scalable options 
for intrusion detection and prevention, data leak protection (DLP), web malware prevention, and content 
filtering. NBS is more efficient than traditional CPE-based security solutions because it delivers security in 
the cloud, rather than through a single office location where expensive network equipment needs to be 
housed. NBS also enables speedier, more efficient Internet access because it allows user traffic to flow 
naturally across multiple access points, rather than pushing it through a single point where the VPN exists.  

Features:  

 Network based firewall – designed to allow or deny certain hosts or networks to communicate with 
each other based on a set security policy.  

 Weekly firewall activity reports based on log file analysis.  
 Portal-based reports (log files available online for 30 days).  
 Unlimited rule-set changes.  
 Site to Site VPN/Remote Access VPN – provides private communication using the IP security 

(IPsec) protocol between separate locations. Provides the capability for remote or mobile devices 
to securely access their company's private network.  

 Web content filtering, anti-malware, and data leak prevention – blocking content from the web as 
determined by the customer and preventing attacks against the customer's network. DLP prevents 
the loss of sensitive data transmitted by the Internet.  

 IDS/IPS –will block malicious activity as well as monitor all activity on the network. The service 
provides automatic detection and prevention of threats, protecting your network from outside 
attacks using a signature-based defense.  

CUSTOMER PREMISES-BASED MANAGED FIREWALL 
Firewalls are a key component safeguarding your business from malicious threats. Lumen deploys, 
manages, and monitors industry-leading, next generation premises firewalls from leading vendors such as 
Cisco, Fortinet, and Palo Alto Networks to protect your organization by controlling network traffic and 
inspecting it for malicious content.  

Features and specifications:  

 Models optimized to support small, medium, and/or large 
customer use cases  

 IPS, web content filtering, anti-malware, site-to-site VPN, 
and remote access VPN clients provided  

 Optional managed takeover of customer-owned firewalls  
 Integrated routing and firewall capabilities  
 Device management with vigilant patch and signature updates, along with continual tuning 

optimized to customer environment  
 Compliance with PCI requirements, along with other specifications for logging and monitoring 
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supported  
High-availability configuration deployments available: 
 Proactive Monitoring: Gain a rapid, targeted response to threats through management and 

monitoring with unlimited policy change requests. 
 Fully Managed Service: Help ensure compliance with your policies and maintain the integrity of 

network resources through optimal firewall design, configuration, and deployment by Lumen 
engineers. 

 SOC Support: Enhance your incident response plan with 24/7 proactive threat monitoring and 
escalation backed by our SOCs. 

Premises-based Palo Alto NextGen Firewalls 
Lumen is an experienced managed firewall provider, offering a broad portfolio of effective, industry leading 
managed firewall services. We offer Palo Alto NextGen firewalls, recognized for their superior performance. 
A single-pass architecture classifies and controls traffic to the security policy in a single pass, resulting in 
optimized throughput, over 20 Gbps, when enabling multiple threat prevention features without the latency 
typical in other vendor firewalls. Lumen Security Log Monitoring platform manages and monitors a diverse 
set of Palo Alto NextGen firewalls with enhanced visibility and threat intelligence capabilities, as well as rich 
integration with its portal and mobile application, including support for these features:  

 App-ID: Application awareness of all your applications regardless of port 
 User-ID: Integrate with user identity systems to allow your security policies to follow your users 
 Anti-spyware and Anti-Malware: Block inbound malicious content and suspicious outbound traffic 

at the perimeter 
 URL filtering: Apply web policies for traffic outbound to the Internet 
 IPS: Run intrusion prevention on your firewall without significant performance penalties 
 DHCP: Leverage your firewall as a DHCP server 
 Site-to-Site VPN: Encrypt traffic with IPsec between firewalls 
 Global Protect Client VPN: Support remote users with SSL encryption 

Management/Monitoring of Palo Alto NextGen Firewalls via Security Log Monitoring  

Lumen maintains an adaptive security ecosystem by integrating its management and monitoring of Palo 
Alto NextGen firewalls with its proprietary Security Log Monitoring platform. NextGen Security Information 
Event Management System (SIEM) consolidates firewall logs and security events to enable the detection 
of threats across the enterprise with the following default features: 

 Log collection to a centralized platform and encrypted both in transit and at rest 90 days log 
retention with options to expand to 1, 3, 5 and 7 years 

 Threat detection use cases included with foundational monitoring 
 Security leads and clues are available for investigation via a portal or mobile app 

Optional Capabilities to Enhance Palo Alto NextGen Firewalls 
 Cloud security monitoring.  
 Threat intelligence to apply additional threat feeds to use cases and add your own threat feeds via 

an API 
 Advanced monitoring algorithms for correlation with additional use cases 
 Trending and analytics that extends log queries from 90 days to a full year of indexed data 
 SOC monitoring that brings Lumen skilled security analysts to investigate leads and escalate 

incidents 
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Premises-based Security Services –Fortinet Managed Firewall  
Lumen Managed Premises Firewall Service leverages Fortinet’s purpose-built security processors to 
deliver a managed and monitored firewall, including IPS and web content filtering, anti-virus, anti-spam, 
site-to-site VPNs, NAT, DHCP, and application control in a single, unified delivery platform. The Integrated 
Router Firewall option consolidates network devices and offers dynamic routing in one simple managed 
service for secure internet connectivity with reduced cost and complexity. High availability firewall 
configurations are also supported along with multiple Virtual Domain, VDOM’s, to enable specific 
departmental rules/policy within a single managed firewall.  

Since security situations can evolve by the minute, it is important for your organization to receive immediate 
notification of potential security incidents, allowing a response plan to be put into action as quickly as 
possible. Managed Fortinet Firewall Service from Lumen provides management and maintenance of the 
service, including persistent eyes-on-glass, security event monitoring with escalation on a 24/7 basis. 

For timely review of threat information, Lumen extends access to your firewall logs, firewall and security 
policies, and daily statistics on a continual basis, via a secure Web portal. Events can be streamed to your 
enterprise or third party SIEM to bolster your threat intelligence solution. The agency can be confident that 
management and maintenance of the service is being performed with the diligence of a company that 
manages one of the world’s largest data networks.  

Fortinet models certified and supported:  

 Interfaces FW/IPS throughput  
 200E 1 Gbps 1.6 Gbps corporate  
 2000E 10 Gbps 8 Gbps corporate/data center  
 Network cloud-delivered versions available with Lumen Adaptive Network Security (ANS) Service 

Managed Fortinet Firewall Integrated Router Firewall (IRF)  
 Firewall with integrated router in one simple managed service for secure internet protection 
 Reduced complexity and cost with highest level of security and uptime via network device 

consolidation 
 Supports dynamic and static routing, IPsec tunneling (site-site, site to Adaptive Network Security, 

site-third party) 
 High availability configuration with customer provided premises switch 

Integrated Firewall with IPS Service – Cisco Firepower  
Lumen Integrated Firewall with IPS leverages Cisco’s leading security technology to provide both firewall 
and IPS to customers, in a single, unified delivery platform. URL filtering is supported, as well as part of 
Firepower Services, if required, as an additional purchase. In addition, the service provides an IPsec VPN 
capability, which allows organizations to connect up to ten remote sites to the device, using 3DES or AES 
encryption standards. Client to LAN SSL VPN services leveraging the Cisco AnyConnect based client are 
also an available option to the unified platform.  

Audit-Ready by DesignTM  

Cisco-based Managed Firewall and Intrusion Prevention Services from Lumen can play a significant role in 
helping customers achieve and maintain compliance with the PCI DSS. These services have passed a PCI 
audit, making it easier for customer auditors to validate them as a part of their overall cardholder 
environment.  

Firepower support from the Lumen Security Team on a 24/7 Basis  

Since security situations can evolve by the minute, it is important for organizations to receive immediate 
notification of potential security incidents, allowing a response plan to be put into action as quickly as 
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possible. Toward that end, Lumen Integrated Firewall with IPS Service provides both management and 
maintenance of the service, including monitoring of activity on a 24/7 basis.  

Additionally, to provide customer organizations with timely review of threat information, Lumen provides 
access to customer firewall logs, firewall and intrusion detection/prevention policies and daily statistics on 
a continual basis, via our secure web portal.  

Lumen provides this level of support at customer premises or in our data centers. We first work with the 
customer to perform a review of their firewall and IPS needs, and their network and system topologies. We 
also review their security policies to develop and refine both their firewall and IPS security policies. Based 
on the information that we have reviewed, we then configure, install, and manage the customer’s integrated 
firewall with IPS systems, according to their organization’s unique requirements. When Lumen detects a 
potential security compromise, incident response hours are used to determine the potential source of the 
incident, and to develop a mitigation strategy.  

Lumen’s Security Legacy with Cisco 

Lumen is a recognized leader in security services and offers a full range of services that includes managed 
firewalls, intrusion detection, network-based intrusion prevention, web application firewall, log 
management, and web and email protection. We have extensive corporate experience in installing, 
managing, and monitoring both firewall and intrusion prevention services, whether at our data centers or at 
customers’ premises. All security services are fully supported by a skilled team of certified security 
professionals, capable of delivering operational protection to customer organizations, every minute of every 
day. At an additional customer charge, Lumen can provide a full range of security-related professional 
services to our customers, including web application vulnerability and penetration testing. 

Lumen Web Application Firewall with ThreatX 

Lumen provides a complete Web Application and API Protection Platform with our 
partner ThreatX. Legacy WAFs are built for simple isolated threats. However, 
ThreatX detects and mitigates modern threats that blend multiple techniques over 
many phases of attack. ThreatX can detect and defend against complex bot-
based threats that impersonate valid users and abuse exposed features. 

Some of the more valuable ThreatX features include: 

 Visibility & Response – Attacker-centric, real time event correlation 
 Single-risk engine for WAF, API, Bot, and DDoS 
 Container-based architecture 
 Highly scalable 
 24/7 managed services and support 

 

Modern attack types ThreatX can easily detect and mitigate include: 

 Account Take Over - A form of identity theft and fraud, where a malicious third party successfully 
gains access to a user’s account credentials 

 Credential Stuffing - Stolen account credentials by automating the logins for many previously 
discovered credential pairs using automated tools  

 Application DDoS Attacks - Designed to attack the application itself, focusing on specific 
vulnerabilities or issues, resulting in the application not being able to deliver content to the user 

 Magecart - Targets online shopping cart systems, to steal customer payment card information 
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LUMEN MANAGED SECURITY SERVICES 

Lumen Adaptive Threat Intelligence with Rapid Threat Defense  
The number and sophistication of threats to business data and infrastructure are on the rise - as is the 
volume of threat data your teams are left to sift through. Lumen Adaptive Threat Intelligence (ATI) delivers 
high-fidelity threat intelligence in near real-time via customer portal or SIEM to reduce in-house workloads 
and speed response. We manage threat correlation for our customers, saving precious time and reducing 
expense, so you can focus internal security staff on addressing the advanced persistent threats specific to 
your business.  

Security teams are facing increasing costs and diminishing resources, often forced to piece together threat 
intelligence solutions from a variety of vendors and sources - intelligence which may or may not be 
applicable to their industry, their geographic footprint, or the nature of their business. Lumen ATI with Rapid 
Threat Defense enhances your ability to quickly respond to and protect against the daily attacks on critical 
resources by allowing you to set automated response policies based on threat score.  

How It Works  
 ATI is powered by our unique visibility into the global threat landscape through our threat research 

and operations arm, Black Lotus Labs.  
 Black Lotus Labs uses global network data flows from one of the world’s largest and most deeply 

peered IP backbones combined with machine learning algorithms to detect, classify, and validate 
threats as they develop, providing original threat discovery not available from most other vendors.  

 Our automated validation technology provides high fidelity intelligence by correlating traffic against 
known malicious sources and conducting direct dialog with those entities.  

 ATI offers customizable alerting for high-risk events and access to near real-time reporting and 
analytics, either portal based or SIEM.  

Features  
 Actionable, automated, and context-rich reports with threat visualization and prioritization provided 

by Lumen and based on targeted IP and domain analytics 
 Policy-based threat mitigation with Rapid Threat Defense to respond to threats based on customer-

specific criteria, such as blocking malicious domains by policy or blocking pre-selected domains 
 Supported 24/7 by Lumen SOC experts 
 Our “As-a-Service” model ingests and analyzes customer device logs for end-to-end current and 

historical analysis via feeds to Lumen Security Log Monitoring platform or other SIEM 
 Comprehensive solution delivered “As-a-Service”– no expensive on-site equipment or installation 
 No long development cycles or difficult integration 
 The Lumen team of experts provides 24/7 support, saving the challenge and expense of hiring new 

personnel 

Enhanced Features 
 IP analytics  
 Domain analytics  
 Customer device log correlation  
 Monitor up to 64,000 IP addresses  

Premium: Enhanced Features Plus:  
 Secure DNS – react to new threats that meet customer specified criteria  
 Syslog Feed – ingest curated intelligence into third party SIEM and analytics devices  
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A New Security Model with Lumen  

It is time for a new security model that focuses on identity and implements the principles of Zero Trust to 
verify all enterprise network connections no matter the user or device – the Software-Defined Perimeter 
(SDP). Lumen, in collaboration with AppGate, offers businesses a highly scalable Zero Trust secure access 
platform that combines the power of Lumen’s SDx-aligned platforms for today’s agile business with the 
benefits of AppGate SDP, securing your network and controlling user access to applications.  

Enterprise Grade Zero Trust 

AppGate SDP is a comprehensive micro-segmentation platform for enterprise-grade Zero Trust. The 
platform allows companies to adopt Zero Trust by solving a variety of challenges, including:  

 Consistent security strategy across hybrid environments: Overcome the challenges of 
securing access to hybrid environments such as public and private clouds and data centers. 
AppGate SDP is infrastructure-agnostic and supports Lumen services including Cloud Application 
Manager, Cloud Connect, Dynamic Connections, Managed Private Cloud, and DIA. AppGate SDP 
live entitlements automatically add new/additional resources to existing security groups. Access is 
logged and integrated into existing Lumen Security Log Monitoring ticketing systems. 

 Secure remote user and third-party access to enterprise assets: AppGate SDP grants access 
based on context-sensitive identity and encrypts connections between users and approved 
systems. It eliminates lateral movement on internal networks and can be deployed end-to-end in 
parallel with Lumen SD-WAN and Adaptive Network Security as a seamless layer to secure remote 
user access. 

 Unified Zero Trust security across legacy and modern IoT devices: AppGate SDP’s Connector 
leverages the core principles of Zero Trust to secure unmanaged devices, restricting lateral 
movement and reducing an organization’s attack surface. Organizations benefit from granular 
control based on pre-set segments available in a single platform that enforces access control 
policies across users, servers and IoT devices. 

LUMEN VIRTUAL SECURITY OPERATIONS CENTER (VSOC) 
Most security operations centers in public sector for smaller state agencies do not have adequate staff. 
Either they cannot attract them or there’s just not enough people to hire off the street - even if they got the 
budget. So almost 100% of the people you talk to do not have the people they need to run their operations 
even though they know it needs to be done. CISOs have incredible turnover. On average it is less than 15 
months.  

There is also the burden around meeting evolving compliance requirements. The regulations are changing 
on a regular basis and many regulations require audits to be done on a frequent basis. The cost to comply 
is high and it takes a lot of time to perform the assessment and audits. 

The number of vulnerabilities is increasing. Applications are everywhere – so the perimeter is increasingly 
hard to defend; -Attackers love this – and continue to evolve; organizations are overwhelmed. What 
customers typically do is buy a tool, plug it in, turn it on. And they do not know how to tune it. So, they drown 
in a lake of alerts. Hard to identify what is relevant. And an increasingly larger work from home workforce 
feeds into this too as organizations have continued to broaden their network perimeter and increased their 
vulnerabilities.  

As a response to all these new threats, the industry continues to build innovative solutions and strategies 
to try to defend against them – and as a result –Companies are spending more and more on point solutions, 
and they don’t have people to tie it all together. Often people they have are generalized and not specialized 
in each technology. Or they partnered with a technology vendor on one aspect and are lacking a higher-
level strategy on how to pull all these things together.  

Our Lumen vSOC offering enables security operations by: 
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 SIEM monitoring: Round the clock - 24/7/3651 
 Use case / playbook creation and tuning: Fine-tuning the use cases (create exceptions within 

the use case), leveraging internal learnings from Lumens threat research and threat intelligence 
feeds to decrease the number of false positives triggering alerts. 

 Custom runbook: Lumen will work with the customer to document the notification, processes, and 
procedures for handling events and incidents.  

 Incident handling: Lumen conducts an analysis of logs to isolate incidents and provide 
recommended remediation actions. 

 Deep-dive analytics: Analysis of trends, threats, ticket mining, and lessons learned.  
 Threat hunting: System reviews based on current trends outside established use cases to 

discover anomalies related to current events.  
 Service level agreements: Applicable SLAs for incident notification  

There are three standard packages: 

 Entry  
‒ 24/7 SIEM monitoring and notification 
‒ Use-case development and tuning 
‒ Runbook development and maintenance 

 Mid includes Entry and adds 
‒ Deep-dive analytics 
‒ Use-case advanced tuning 

 High includes Mid and Entry and adds 
‒ Threat hunting 

LUMEN PROFESSIONAL SECURITY SERVICES (PSS) 
Professional Security Services can help you find cost-effective, flexible ways to enhance your security 
services and continually monitor them. We help enterprises like yours tailor a program, customized to meet 
your specific needs. Our security professionals develop a risk-mitigated plan to ensure that security extends 
across your IT operations. 

A dedicated staff with industry-leading credentials and experience delivering end-to-end solutions across 
industries and enterprises. Our professionals proactively identify network, data, application and enterprise-
level threats, risks, vulnerabilities, and cyber security issues — all based on your specific applicable 
compliance requirements and frameworks, as well as industry defined security standards. 

Professional Security Services prioritize and protect information according to its business value — wherever 
it needs to be, whoever needs to access it, and however it is used. We can help you prioritize your security 
spend to address your most urgent security issues and gaps now. 

Lumen offers retainer based as well as recurring services across these towers: 

 Network Vulnerability Assessment and Penetration Testing: Identifies and documents 
network-level risks and a suggested method for removing those risks. 

 IT Risk & Controls Assessment: Identifies and documents all findings on how you comply – or 
do not comply – with the regulatory requirements in scope, how well you align your threat landscape 
with your target risk objectives and provides a roadmap for reconciliation and remediation. 

 
 
 
 

1 Lumen Virtual SOC begins 24/7/365 operations by the end of the second week of transition.  Supported SIEM 
standard platforms are IBM QRadar, Splunk, Sentinel, LogRhythm, and FortiSiem. 
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Time Commitment  
 Total time commitment is approximately 90 minutes for all seven training topics.  
 Self-paced training is bookmark capable allowing flexibility for the busy employee.  

Certificate of Completion  
 Upon completion of assigned training courses, employees will receive a downloadable certificate 

of completion.  

Advanced Reporting  
 Comprehensive reporting capabilities allow administrator(s) to see the progress and completion by 

employee, course, and curriculum. All data can be exported for use in other systems. 
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NCPA also accepts Procurated review scores to evaluate relationships with their customers. Vendors 
without a current Procurated score will be rated based solely on the references provided, and will not 
be penalized for lack of Procurated scoring. To find out your company’s Procurated score please go to 
https://www.procurated.com. 
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Tab 7 – Pricing 
Please submit price list electronically via our online Bonfire portal (pricing can be submitted as Discount 
off MSRP, cost plus, etc). Products, services, warranties, etc. should be included in price list. Prices 
submitted will be used to establish the extent of a respondent’s products and services (Tab 5) that are 
available and also establish pricing per item. 
Price lists must contain the following: 
• Product name and part number (include both manufacturer part number and respondent part 

number if different from manufacturers). 
• Description 
• Vendor’s List Price 
• Percent Discount to NCPA participating entities 

Lumen Response: 
Lumen has read, understands, and will comply. See Attachment 3: Tab 7-Pricing-Catalog. 

Not To Exceed Pricing 
• NCPA requests pricing be submitted as “not to exceed pricing” for any participating entity. 
• The awarded vendor can adjust submitted pricing lower but cannot exceed original pricing 

submitted for solicitation. 
• NCPA requests that vendor honor lower pricing for similar size and scope purchases to other 

members. 

Lumen Response: 
Lumen has read, understands, and will comply. 
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Tab 8 – Value Added Products and Services 
Include any additional products and/or services available that vendor currently performs in their normal 
course of business that is not included in the scope of the solicitation that you think will enhance and 
add value to this contract for Region 14 ESC and all NCPA participating entities. 

Lumen Response: 
Lumen also offers the following value-added products and services that would enhance this contract. 

Lumen Solutions for Zoom - Zoom Meetings  

Zoom Meetings, included in the Lumen Solutions for Zoom portfolio, includes audio conferencing, Zoom 
Chat, and video webinars. Features include: 

 HD video and high-quality audio  
 Mobile, desktop and conference rooms  
 Up to 1,000 video participants - gallery view with 49 customizable virtual backgrounds  
 One-click start or join  
 Local and cloud recording with transcripts  
 Multi-screen sharing, co-annotation, and remote control  
 Breakout rooms, polling, and chat  
 Mobile screen sharing, mobile scheduling, and Siri integration  
 Play video with audio 
 Dual camera and dual monitor  
 Transcription and translation options  

Zoom Chat  
Zoom Chat allows users to connect their teams and streamline communications. Zoom chat is included 
with the Zoom Meeting license. Features include: 

 Simple  
‒ Ease of use and file sharing  
‒ Native desktop and mobile clients  

 Secure  
‒ Encrypted meetings  
‒ Advanced key management system  

 Seamless  
‒ 1:1 and group meetings from chat  
‒ Interop with Jabber, Skype, Microsoft Teams, and Slack  

Lumen SIP Connected Audio  

Options include:  
 Unlimited VoIP  
 Global Toll/Toll Free Dial-In  
 Global Callback  
 On-net routing for Lumen voice customers  
 Fully integrated experience for users that join from a phone in combination with the Zoom 

Meeting client.  
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Modern phone solution  
 Seamlessly integrated PBX features  
 Domestic and international PSTN access  
 Seamlessly elevate calls to a Zoom meeting  

Centralized Management  

 Single point administration  
 Single unified app experience  
 Call detail reporting and quality monitoring  

Secure and Reliable  
 Secure HD voice  
 QoS delivered by adaptive rate codecs  
 Globally distributed datacenters  

 

Features  
 Make and receive calls  
 Click to dial, highlight and call  
 Voicemails and call history  
 Caller ID and dialing personas  
 Call recording  
 Transfer calls and elevate to meeting  
 Merge phone call with concurrent meeting  
 Monitor call (listen, whisper, barge, take over)  
 Park call  
 Emergency call enhancements  
 Search and view internal and external contacts  
 Intelligent call routing and management  
 Auto attendant/ IVR (interactive voice response)  
 Additional features added regularly that are instantly available  
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Flexible, mobile, and powerful  
 Seamless elevate Zoom Phone calls to a Zoom Meeting.  
 Make and receive calls with features like transfer, conference, hold, and caller ID  
 Voicemail features including visual voicemail, auto, speech to text transcription and custom email 

notifications.  
 Call recording on demand with playback available through desktop, mobile, and web apps  
 Easily view call history and missed calls.  

Integrate with Office 365 and Gmail contacts as well as click-to-dial in Salesforce  
 Manage users and licenses for multiple locations.  

Lumen Solutions for Zoom Benefits  

Industry Experience  
 We operate a 100% native IP network to deliver SIP and ISDN signaled services with no 

additional network layers, hops, or dependency on legacy network elements.  
 Our network carries 22B enterprise voice minutes on average per month.  
 Our expansive U.S. native footprint provides both telephone numbers and SIP and TDM services.  
 We offer International Toll Free (ITFS) origination from more than 100 countries and International 

Local Outbound from more than 30.  
 Our global conferencing solutions are seamlessly integrated for ubiquitous access to customers, 

vendors, and employees in 118 countries utilizing a robust toll and toll-free phone number set for 
on-demand access.  

Dedicated support  
 Leverage our vast, 20+ years of experience supporting enterprise UC&C solutions along with our 

expansive global network  
 24/7 operations and dedicated support teams that will be with you every step of the way.  

Seamless Migration  
 Build confidence with the user community with a seamless transition. Lumen can assist you to 

seamlessly migrate your existing UC&C solution to Zoom with the help of our dedicated UC&C 
team.  

 Zoom can also be added as a hybrid solution to our other UC&C solutions.  
Low total cost of ownership  

 Maximize your return on investment by utilizing Lumen’s expansive network, services reach and 
established customer success practice  

 Avoid large capital investments, ongoing maintenance and high IT expenses for staffing and 
training  

 Receive predictable license-based costs vs. unpredictable PSTN costs  

LUMEN SD-WAN WITH SASE FOR PUBLIC SECTOR 
Many organizations delay taking advantage of the flexibility and adaptability of SD-WAN and SASE 
architectures. These delays are often the result of concerns over capital investment, uncertainty regarding 
platform selection, fear of disruption to the business during a migration period, or dual billing while trying to 
replace legacy networks. To further complicate the decision process, SD-WAN and SASE have emerged 
as a new standard for networking and security at the same time organizations were wrestling with their 
hybrid IT architecture. This has added to the difficulty in building and executing a migration plan because 
the underlying data and application architecture continues to change.  
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Lumen can quickly jump-start your SD-WAN/SASE adoption by removing these barriers. Rather than using 
the traditional “rip and replace” migration method, we can overlay SD-WAN/SASE on existing traditional 
networks (MPLS, etc.). This allows customers to continue normal operations while migrating to SD-WAN 
site by site. This eliminates the need for lengthy migration periods with dual billing and disruption to 
communications between locations that are in different phases of migration. Our flexibility in commercial 
terms allows us to structure an agreement that meets customers’ financial objectives, and our management 
options provide flexibility in how the solution is deployed and supported.  

Lumen deploys and supports a broad portfolio of SD-WAN/SASE platforms today and are continuously 
evaluating and adding new platforms to our portfolio as they become mature and reliable. With our 
extensive experience across these platforms, we can help guide customers toward the platforms that will 
perform reliably and work best for your objectives. Lumen is also flexible in our deployment options. We 
can provide end-to-end management of your SD-WAN/SASE project to include site readiness, onsite 
deployment and testing, lifecycle management, NOC support, and operational governance.  

SD-WAN/SASE is more than just a technology, it is a new way of managing connectivity and securing your 
data. Lumen’s skilled and accredited engineering and technical design team works closely with 
organizations to identify the optimal SD-WAN/SASE overlay solutions, along with connectivity optimized to 
support applications used at branch locations. From the initial assessment and design to implementation 
and ongoing maintenance and upgrades, we bring deep expertise in network strategy and management 
along with local support to speed up deployments and help ensure the SD-WAN/SASE solution successfully 
supports member business.  

Lumen supports private and public connectivity options, including Lumen-provided MPLS IP/VPN, internet, 
and broadband aggregation, or customer-provided MPLS, broadband, wireless or internet, so you get 
optimal performance, inherent security, and built-in automation to meet your site requirements both in North 
America and worldwide.  

As a global WAN provider, we are experts in traffic steering and network management with deep peering 
and direct access to our extensive worldwide broadband relationships, delivering broad access coverage 
and diversity. Unlike many providers, we will also partner with you to build out to new sites.  

Lumen offers these key characteristics with our SD-WAN/SASE solutions:  

 Cloud-based network management capability  
 Incremental inherent security capability of SASE including  

‒ ZeroTrust Network Access ZTNA,  
‒ Secure Web Gateway SWG,  
‒ Cloud Access Security Broker CASB and  
‒ Next Generation Firewall as a Service NGFW for SASE 

 Longevity and company stability  
 Support across global locations  
 Multiple platform options and routing protocols (BGP; IPv6)  
 Centralized network management  
 Bandwidth optimization  



National Cooperative Purchasing Alliance (NCPA) 
IT Security Products and Data Protection Solutions 
 

OMR No: R481735 November 17, 2022 | Page 49 

 Customers enjoy the following benefits with our managed SD-WAN/SASE solutions:  

 Lumen can aggregate and manage multiple network providers  
 Lumen can troubleshoot and restore services quicker than an internal team  
 The customer gets simplified vendor management, unified billing, and portal capabilities through a 

single point of contact  
 The customer gets unified management of all network services—access, data, voice, security  
 The customer gets services that can be paid for via subscription-based billing  
 Lumen fully vets the technology and platforms in our labs, thus expediting the decision-making 

process  

 
 

 

The Lumen SASE Ecosystem powered by: 

 
or 
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Tab 9 – Required Documents 
• Federal Funds Certifications 
• Clean Air and Water Act & Debarment Notice 
• Contractors Requirements 
• Required Clauses for Federal Assistance by FTA 
• Federal Required Signatures 
• Antitrust Certification Statements Texas Government Code § 2155.005 
• State Notice Addendum 
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FEDERAL REQUIRED SIGNATURES 
Offeror certifies compliance with all provisions, laws, acts, regulations, etc. as specifically noted in the pages 
above. It is further acknowledged that offeror agrees to comply with all federal, state, and local laws, rules, 
regulations and ordinances as applicable. 

Offeror
 
CenturyLink LLC, dba Lumen Technologies Group 

Address
 
100 CenturyLink Dr. 

City/State/Zip
 
Monroe, LA. 71203 

Authorized Signature  
 
Date
 
11/16/2022
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ANTITRUST CERTIFICATION STATEMENTS 
TEXAS GOVERNMENT CODE § 2155.005 

I affirm under penalty of perjury of the laws of the State of Texas that: 
 

(1) I am duly authorized to execute this contract on my own behalf or on behalf of the company, 
corporation, firm, partnership or individual (Company) listed below; 

 
(2) In connection with this bid, neither I nor any representative of the Company has violated any 
provision of the Texas Free Enterprise and Antitrust Act, Tex. Bus. & Comm. Code Chapter 15; 

 
(3) In connection with this bid, neither I nor any representative of the Company has violated any federal 
antitrust law; and 

 
(4) Neither I nor any representative of the Company has directly or indirectly communicated any of the 
contents of this bid to a competitor of the Company or any other company, corporation, firm, partnership 
or individual engaged in the same line of business as the Company. 

Company Name
 
CenturyLink LLC, dba Lumen Technologies Group 

Address 

100 CenturyLink Dr. 

City/State/Zip
 
Monroe, LA. 71203 

Telephone Number
 
800-871-9244 

Fax Number 

N/A 

Email Address
 
www.lumen.com 

Printed Name
 
Alexander Khanin 

Title
 
Manager Offer Management 

Authorized Signature 
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Member Participation Agreement 
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Lumen Professional Security Services SAMPLE SOW 
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